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Executive Summary

i) Abstract of the research

Hong Kong’s public and private sectors, following the global trend to strengthen its global
competitiveness, have made wide use of information technologies. The government decided to
follow the lead and drew a smart city blueprint in 2017. One of the major challenges concerns
the protection of individual privacy and updating privacy law in view of the digital age which
features the pervasiveness of personal data collection and processing. However, the
government often over-emphasizes the bright side of our technologically-driven future and the
new business opportunities, but yet does not effectively address the escalating privacy

concerns.

In the mid-1990s, after the enactment of the Personal Data (Privacy) Ordinance (Chapter 486 of
the Laws of Hong Kong) (the Ordinance) in 1995, the Office of the Privacy Commissioner for
Personal Data (PCPD) was set up to oversee the implementation of and compliance with the
Ordinance. Over the years, it has strived to keep abreast of the regulation in EU law, such as
Directive 95/46/EC (Data Protection Directive) and General Data Protection Regulation (GDPR,
2018). Our study, however, found the scope of the Ordinance and PCPD too limited to the
private sector, i.e. promoting the culture of protecting and respecting personal data. Yet they fail
to address the changing nature of the new forms of personal data and privacy, especially the
public concern about “surveillance state”. For example, personal data involved in prevention and
detection of crime is exempt from any provision of this Ordinance. While PCPD promotes the

practice of Privacy Impact Assessments (PIA) to the private sector, it is not capable of requiring



the government departments to conduct assessment of their adoption of new information

technologies for collecting and processing personal data.

In recent years, in the midst of political feuds, information and monitoring technologies raise
privacy concerns and even social panic in Hong Kong. Skepticisms of the use of facial
recognition technologies have loomed over in recent political conflicts. The controversies over
the “Multi-functional Smart Lampposts” Pilot Scheme and the City One Shatin’s proposed new

access system serve as two landmark cases.

Our case study revealed that the privacy concerns have not been sufficiently addressed. First,
there is a huge gap between the current governance mechanisms and the public expectation.
While PCPD promotes the culture of protecting information privacy, it fails to ease public
concerns. It is barely capable of monitoring the government departments’ adoption of new
technologies of data collection, especially the law enforcement authorities. However, along with
the increasing public's distrust of the government, many people are worried about the possible
massive program of police surveillance. Second, the new forms of personal data and privacy
are deeply embedded in socio-political relations. This boundary between the public and the
private domains could not be defined simply in technical and legal terms. Instead it constantly
shifts and is heavily dependent on political climate. The ambivalence of the new form of privacy

sometimes lends itself to social panics and agitations.

i) Layman summary on policy implications and recommendations

Based on our case study and analysis, we make the following recommendations:



The first task for the government is to regain the public’s confidence. Regarding the
policies related to privacy, it should make a public statement to promise not to implement
some politically sensitive technologies, such as automated or random facial recognition;
Likewise, the government should consider enacting an ordinance similar to the
Protection of Freedoms Act (2012) in the UK which imposes requirements on the
government departments (including law enforcement authorities) in relation to certain
processing of personal data;

Amendment of the Ordinance is needed for requiring the government departments and
sizable private companies to conduct Privacy Impact Assessment (PIA) before adoption
of new information technologies for collecting and processing personal data;

The government departments and sizable private companies should provide the public
with more detailed charts for specifying clearly the flow of personal data, the location of
databases, and the restrictions on the transfer of data across different institutions and
jurisdictions (e.g. Hong Kong and mainland China).

In view of the enactment of the Law of the People's Republic of China on Safeguarding
National Security in the Hong Kong Special Administrative Region, we recommend the
government to set up an independent and statutory body similar to that of Intelligence
Services Commissioner in the UK to monitor the personal data collection and processing

for national security.
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%, BMELTHERIUES

1. (FARBMEGI) hi58A, BUNEREREERRBES, AEFEFTURIEELN FEL
MRFEsi=iRISEITROB RO ERTSLENSI AES8(2)IRMEA R, Hit, (FARRMREI)
FHUERETPTRIHI R RS
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2. (FLEBMRGI) PO BRAETABME RRMERR, HEEASIAI (FINBMIT R REERT
%) TEERAEARBREA ;

3. BUMMEEBEEAMEEETEE, ERXLTINER (REBEH) BE EHh 2FFR—
R EIF2000%F/—E=XH| (Eastweek Publisher Limited & Another v Privacy
Commissioner for Personal Data [2000] 2 HKLRD 83) , s & &¥MERER RN HLE
HAKERESEN MAISHHE—FIHAIBEAN B (REBEH) FER, 2F&
201948 A21H %20205F6 A22 H BIEFEEAFR I, RFEFKER AT IELH
RE-EM|/ SEHERFOMATHNER] , BUFREE K& FEEAEMLEER
BE2NE, 2019a%k%2020) ; ENEERBEZEBHEINEANSD, BREFREERES
(FLREMRp) PREEEEE ;

4. EIEF, (FARRMGA) thigAEREMERE (LFEBA) mERIEAKRBARMERRFN
ERAZATEES,

BEZ+25F (ARG BiEkE AEZEABRMMSEIARRZRESLARBEMAE
. P, EERSVREZEARNERNEREZRENME 22— Bt RBERAEFERAEEE
EFRAHANE, MAENIHE ARAEHAEEELE. BN TEUKEREREAAE
ABEE, BEHEE (FARBEEFD) | BRMMEHF RIRMHIMEMERRTR, RhfNHRE 2

TUHAERFIREEEANEMFBHE] . EEGFEBTEZL AZtHhIRAHHRERRSF
RMBAEEEE, MEABEIMRETAKE, SLUERCEFEEMNEBHRET. EHEE
KR, IemfIAFF GLEGMWEE, 2020) .

ER-BAEARR, ARAEMEETFHEMREATE. #AREE, i, HENHRES
Hrpp it ZBEAEN RRILHBHOTHERAIZE. Hl0, 2019F RIEGIZES) R ERAAM, FrEE
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MEEE] FHRARE HHREZELR. ERRERE, XHEBRTRBRAL, H#EWRAEER
MLEHBEEAENEY, RE (FEEAEHBBEENE 2019 FTHRE) , NEEE4,208
= MEE] £ IHSZERELTTY, WHER (FARBES) MEAN HESEH 16 EREL
FE, ERBREL 2,500% FEEMER,

sy, EER (FARRMEG) FTIRCEEHEAREMERE, BI, (FAEBEGD MHARER LT
RAREFRHBEREHR, BIFRE TRAIME) & TREGEIME] o & (ARIEGD) B4, RE%
AEt# NE#{ESE]  (direct marketing) BIEFR, ERBEHFREAEN, URBEZURMEE.
. REFME 2BERIEHRE, AM, H2020F2FZRHAESARE, EFHET [E
AEH] MESR, LUEE TEENSNUEAAGRNENR] , E2—EES, REBEEHE
&, IPthilt, ERFEMTELETHEA,

BEERR, REAAEHELRBEETE LFRANER (FAREH)D .

(BEBEAEEGE) BIMEAMFRE, MEMAZFRETE. RE. TEHRIE THEERK
FERE HEAZREAR TAR/EEME]  RAEHEARILLIULHREZER, (EXRE) £30
%5788, FEERMBFERMBAREZEENRE RELAXTLMEENELRNTE,
FEBRMBEFERMNEAREZIRE, Fit, 2006FFTiIH (BEURAKREREN) , k&
RIE2016F(EHHIER], —ERARMBE. FHIRE RAEHY BRERTI kR RELA#ZTSE)
. RENEDMAFRERNMUEZERFEETER RN TRIENEFAREEREHEEEE,
AR, BEMPAREEYH MR E) WRE+THER ME, ZHETIEGIER NEFI Rt
B, RERZURBHEBEXNEFEEF. BEHF HEHMEEEELRA, RFAR
¥IEHFEAR ., AEE. TREARMBEBERZEREX A1 & (BPERE, 2016 ; BirEskE (F
#) . 2015) , {EREBUFEM,
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o, aERBER. ABESEHAIM, £BEHEEAMBLHEETROBAER., E, BT
ERRIBENREHELUEFERE ; BELEH KA LG HEEE REHMWEAER, FEBELT
BiEME, FABCIBEZERIL, Ll NEREZEE]  (breach of confidence) ABIEAZE

Ehe, BEERE, LKRBFEEGT,

fBReREM, NER (RBBEG) MRE (EELFEEEEREREBEEARRR) , SRAEHY
R, FAARR. B MEBMAMNEEHE LURBFEMRZEARBEAEHRMLRHNS
#, AURIEXRTRELN, MEMMESIRE, HRGHAFRREBFEREUNOREE. #E
REAN (flanzEHRE)  LHEEEFARREBARREFHFTEEAEHRLEBORE, EB
BAAR, BARMEHIFES, FINERORERD,. REEREREHSE BHEEHBMFR
KRB EEER,

4.4 SVEIRIFTEEE - BREERY (BASBREREMD

FEREETABIRANRI1990FK, —EBERARR, ANEE—EXRESMAEEAERIM
Ik, EMABRAEERIASEMME (FlInERER. ERMEA) FF (Houser and Voss
2018:16) , HERBGBEFTEIEN . R, ZEIBATXHFREANENZEROEBREE
REESIEMEE, FEFBUEEAEMMEBBERFKERLSE (MEFMGoogleRk

Yahoo, AR #IHKIFacebook) , RITHFAHEEMER, RHit, RENFIRHBESEEE

(Federal Trade Commission) , {E&¥EERTDTER S,

EEAELHERREED, BFBNEESE MEBEEAERHEEE HAEMERE LT RIREE
BRAZEA—EEEN, Fit, E1990FK, FEBRFES (FABEHD) B RBELESHERSE
EAER1980FMFAIBIES IS, ER1995F M (EFHRIERES(EXBEESR)) (Data Protection
Directive 95/46/EC) , 2018458, BXBHAIFHIETIIN (BABIRMRIERSBI) (General Data
Protection Regulation) 43, QAZEMEIRLINE, RTHEIERETEENHESHEE (FE

22



BAEN (B HEEANE, 2020) , hBEFEGTHRAEES, REBITRBEHINES. =
B, B1990F K BREITILXEMFABRERKRGSIRE BE —EMERBUAKE
EEN, HEATHEZEZNERBNUESHEHRAMEEIITEMRMN, LRHBEAERTE
TRIMEBES. EERZEEEK (Hasselbalch and Tranberg 2016: Chapter 10) , METEEZ (
Edward Snowden) 1558 XEIBATHI AR XM REHRETE], ErRTEE2018FEHH (BRA%K
BRIEEGD MER.

BRBEA CERABURRERG) REMEE FTEQE:

1. THEERECERTERE, REHHMARBRBEATRUBRBERERN, HEZIIR
&, LEHRHTBBREZEEENRERE

2. AMBRENTERRNESR SETMRTEDHLMKE. BH. B, B8, f#%F. X
. EWMEE

3. EAEHMMERLEEMAHINNE, TR/EMKEAEHNIMLA, 2EFEEYHE
W, B, XERAXEH, QFEATERA

4. BREBRERRIREENTERERRIEZETM

5. 7 THRI%ER MEAER (SHEE MRER] ) B, mA%ERE, ZEREHIEYH
HEH, EhaEAmHE, SHENEHSEL—REAETHNESNERE (AERELE
MER) FeEKE, RELOWFEFSHRE.

6. # IAE REEAEN LEHERERE, SLUEFRERICE TRE] ; LMEAT EE
T

7. ETRFAEERCHENEBELERKRY, EXRBEZEGTLERTERHRE
BERAREERSEERE EAETERE, TEZRESATELAME THETE
HEE, §-MHESIE ERNMEDTOEPERRERREM,

EMZAIATE, BREFTIMREER FTHRETHE ZREREFEEAENKILEBH—ERE,

EA—EXA EBREEEZ—HMMEE B HEEEEMERREHNIEE URKEERF

i

=
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0N

ZFERRR, ERREMREEEMNTENS, EFABMNEIECHEZMNER, M2 T Hit
B, LREMERE, i, EEEREN (ERRERSERER))  H&EM (BR%E
RIEMESB]) . ELHREFTENMRBEISLEZR (FARBEH)  SARUANLBHENICINEE
B, UABR NEMEERANEHEE, LUREITHRGERFZRME, FEL GFEIRZT
BIFARERIRE, HIINERES. BEEEME. AEH. BLEEEE FEHERQVZNERE
AFR, LHZHEHEMM BIIIER) , EREFSLORBECESHHAE,

4.5. SAEIRIFTEE - RIEEER

EFERMEN—ERRE LHEIERENMF HHIESEMABE.

KEHER AEERREEISIIBUFASEEMRRE, 20094F, FEE LEBTHR T HRERE,
EPEEREEBUHEST (BUBREE) . fln, REBRMFEEREAFHEEFER. BBKE
REE, 2EBEREE BEETBIRRELZEFTE (Privacy Impact Assessment, PIA) , [

By, HIREENEREBRHUAE (House of Lords Constitution Committee 2009: point.
460) . EEMARIRMAZERBEFETH CERBBRIEEG)  ZEMRANIZRERER, B
AR BEBIREMA IR LEH,

EEE—ERFENIEEELAZRBLHERAESHRALZE (Information Commissioner’s Office
), EFNRREEEAREN CERAREREES) . ©SEBTRNZEERER, 2 (BiE
REX) (2018) . (EFBHZE) (2000) B (GRIZEEFEIE) (2004) ., EEITEHLE

1. BEFEERRLXTIEERES, REEF REMABAS &K 6% (MBAEREEEA]
(Commissioner for Public Appointments) EI%E ;

2. (HERFEE) (2018) FEHES. 4837, 7 RIFRE PRI R FIRILBARIIERX,
te, BAZRBREEPEMMM, MEEN (FAREG) BIEFEH#HR
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3. 20124 FriLE) (BHRER) E—FE (BFBHZE) BEEBFHMAMERE, BEHR
EREEMMEEAAEHNMBEEI/E.

MEz AEAAER AREAEHEMESEHENES BFBIINBAIEEHEEE R
. BAIRBGEEM, MEANARLMNEERBRZRAZFERHEEN EENIERAEE
BB EREE FENLBESRBFMBEFRILRESHEE.

sy, EFESNEE—EHEBY, HEENET, FTRERMETRMNRGER, BEmS, EtF
THAAEREERN, RIVEREE, i, XE=Fh. BRl. AREXRERERECEL
MR (AIEZREFY) FR AT (Conger, Fausset and Kovaleski 2019) , &%t
BRI TERRZILBFER, SERAREHEZILE (Captain 2019) , BEEFHE, £E20191
FER BHEHNUEREERRBEEA.

4.5 MEBUREREHEZE

B, EmIWA. MRES. PEE-—WHMNXFEXAERARAE, MBREEMGTHRHEENR
EERRRE LERREHRINAEMZERMHFTHIR, H2FEMBRANTE,

EANRERZz— IBRAREFASZEEEERE —BERIZHN BMORALEENTAEEH

wRMTE, BEEHHERMMERE A NFAIERE LMME MHEETFROLBHREER
TR, N, 201758 (FREERHERBRARRE) b S0ORE TE82FE - #as
FRER, BERKEE RALEER KEFERAZEMNEIRNT)  ABNARESEWH
XX, REREEREHMRES, WA EHEARMNREERASR 2 AEERIBEEE
EZ, ENABEEEYH, BERIEZAREERAMERBETEHKERMTETLRBZETE
, SREFNEEEERAEREEAAEN, ZEMESAEELRLEFR. MMWRESNEHKRE
AMERFREDRREE, WRARBAHREEMES,
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ERZEAEEERNNEFEIREZT —ERIFNGF, BMAREEBREABATEME @fF
REFRFEREETR, B2 ENERVEREGRESFRAEEEZELEEN R FUES
LtERALT, RAARGEERMNKEREAEEEREFIDRFNEL SR —ERBEMBEIRE
EBERIEXRMG. EREHMBHECHENRAZE TEAERKRMIETRSHHNESID
(—REHEBAEN) L ME ERAZECEREELEFR. EEERMEATHEMLIRE
EH, ZASER BAAEE XURARARRNESBEEN EFXETILFEHN MIRE
. 2019) , AR, RAFTAKSEAREMAESFRE, EXMRHNEE. &K BEZEENE
BARKES, EREthER SHRALKMRBAHMACHER, hEAREHINEERLR

BAR
BWLEN

ERDPHE-BEZERARAR, BARHMINER ZTE2U-ERNAEERE. tfEHRe
AR A BRI EN (R TEMMRERERR] ) MAEEREXRBUREENRE.
MERERATRE. HMR% FRHEATUREAF, BARBRE BZalERIFEEFEF
85, fltn, REBEAFHIFRE EEESLBRERHXZERARABNEE?

BAIRR, BFUERRESEAZNXMHH, —EIRFRHGIE TEEER]  (surveillance

state) HIEHIE ; EAABR+ 250, EERALREE PINEBEREEA2009FMHE) &
EREEMEREBERER, F2013F B 1ERXBRMAMEREIR EEERARBABRRR
FlgEdc— ; RA—KMHE, BRF#HERSR tHRIPEMERRZELE EAFEAERMEMSEE
BE—EEFEHRE,

EEMERR ARTIFERBSWDERRRBGER P, MABMFNERE. B2, BAHF
HUTHEHBETERRRE AMAR, AMEARREMERIREEEASERENZ L, Fi,
SIARRE (BRABBAREGRG)  HAMBGRERTREARBBERR, RAEMURENES
REE, LHRZREERAMERMEZEREL NREETEARHMPLERHERE,
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MR (BRABBEREE) METHEFACENEE, BMBEERETREIAREEAH., B2
, BHBALREENEATERIE, RANZHEERUEAG R, REEER. AR
RREEATLRE, EMRGERNTERE ; NREAARESRFLEER, RIAEEER,
Am, EMZHEREEXBGECEEENN, SPERBAMAEM, EBEAES (FRBES)
BE% (EERBIEILE) MEERE. AEREEMNBFPEMED, ZAHBRETRE, t
A EAERZECGREEDPARDRIEME F2019F8AERBE AT, MRESLZH
ZONMA, FEBER BRFADRILTEZESRAEIER, BEEEMRR MEZBEEE
RABEBENSEE EEBAHERRZHT.

FEL AABEENBMHEIFY, HWBEICHBUFEZENZR, Fi, 2018FMEAANER
FERERHES, REETHURTRITEHAR, AKEHHAEHE, H—EFFRE ERSL
ERER/MEF. EREREED, ABAZETRNAMMABEERABFSMMEE HHIRME
HFEMEEE TRABAEHEASE, ABMMER, BEE BBEELAENORA (EBHF
Bl EhpEsft, MFZBHPERBALEERTATHKKBEANEN, EEESIASEEKREL
;=FER Cinepoly Records Co Ltd v Hong Kong Broadband Network Ltd—ZEd#E, [R&E#EHE
BAEERZHAEEHE, TREEFZTOEBE (bare allegation) , eV BIRHEE HNEE
(cogent evidence) RAEFAEZBEMNHEM (necessary) 1 (2019b) , BEZ, ANEHRLZAE
FEAEALR (UREMEATREREABERZREAEHOEE) REXFTEYR RIS

51,

BAIRR, BUTEREHRRBATTUEEMRRE, HERMERZ, RREARRIEEESHRY
EMMERRE MRA (FREFY) I EEEELEAEHGRKE. £E. BEzH, EA
HEASARENBUA RHEEET, S5ERNMMEBEIT, EETEGIERE RN REN
. MRTRBBMAAENATEE, BABGEHREBRMFHEEMRREHE., XREMITRIEGE
B m{E E = E S ST RBARE,
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4.6. FREANEH B

AT UBRHREAEHNEE, LR EMTMBRENTRE, ZMAXBALBAUTESEE

HREMRESEN—EXEEAREFNIRE, AEELED, HARLEEDIFLERE
REER Ha BAEHMKE. AEERE BAAXEEANEZRE, HR XETREFHEEM
ARFFEAEF, MEBMFRERER EEHTH] E—HHRERIZMT ASLRHSEER
FAERIEMER, RERIFE. BZEEESTKNED, EHit, BRFREEAMMET 20 RE
LDEEMFRS, EHBXRERETEROURLERRER.

—ZERA EATRFRERREERTBETEMME tMAMRERMFERSM, A
LR AR, B0, TRE RERER .

HEIEERBHE ERFH BREAERBTSRFHFAEMERER HEDIHEE2011
M, HEAIREN, BREGERRE RAKRECIEAEREH/IVMEDEREE -1 (2F
#B, 2020%1H11H)

HALEREIT, REEROEREE HTR HEXALBTREGRER, BFTREM, 3
—FIAH IR BIEER... IBERARIE, EMEMES. WEEREREER BIRERETE
BB, KBIRERSW, Blffok, FEZFZRRZE, IMRERHEBEESSEY, MOEEER BRER
fr&l, HEHXRRMES SR OERS. ) (RHEK 2020F1A118)
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M . KR#BFFacebookx—EAHKERREE R 2
BREAVMERE (RFF) - —EAML.
A ERXRERIEE R,

K:#rEE, | (2020F1A118)

AERBEREE, thEHCCTY, REIMEMIEAIE, ALLERZHMconcern (ZEh%E

MC, 2020%6HA3H)

HMEZFHED BERZIEHEARHMNBRIELEREE SEAFT-EENZ

BN HAIREREEA R R KBS R A R BRI ZEAE, FTUERMDIME —EETEASREE
HE, EhHOALRERES . RMAFE BUSILBSRREERE T HMAEEFARELEEE
B, RENREIZEAE RESAORVEE ZEER TR XN, RAZRILHLE, BEHR
BEHEZHED KBPAETREGEAREE, flm, EMASEMSHET/N\CEXZERE
b EEZ AmEA &N, mME BFRRGEZEFATAME HMARGERRFAR
MbtEl o HANFET SMUBFFISHREHFHNZHE, wMARKMNRE.

[ (CCTV) &IFEHR, AFREEEN. MEFRETECHIRE, IFhiTH, MEHE ! LEEL
¥CCTVH, fRELFMEBE >ME, FREZEE. EEAR. —HMEXABRT -ERBREERK
S, REAARILhack AX, BREH, HEREFRFISNRE, | (RFEEHEKW, 2020
F6A38)
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& (BEEN Z2ERMUEMNEMREE NEBFEME ERER-RE—EHLEF
REEE, SR —ERIFNME. [BREGFBRMER?] ERFKED, —MREEEHL
MEHCCTV, LAANKREMMIENR] (RFHEIY, 202056H3H)

Ma
S
3

THEMO LR, MEERITFIRE, MEEGE, ARSNRIG-HEE MREFES R
HEA%S EFiEH RHEEE. APEEER —XHEHT MRIEREAMRRE. EXES
AE&MHS, EMFRMERARKES T, EGERR EEAER MMEEFREMET—ERE
. BAPIEAR, fRikstranger, FARBEIR-PARMHAETE, | (RRATBEHE, 202056A3RH)

[EEEEREENAERKEEN, BRATERIEHE BFERENEREERRERBSR &
W E, | (EZEREH, 202057H308)

BEFIIGMIANKRER, ERESZEEENAE MLEABRFFEERSE, RABCRETEE
RAMEHE TRENEERMAR —ERMFR ( TAEH#MNRE—HEE ) |, g

EELE ZMSHHMNPBEE—HER WHESMRREROIFE, MMANFERER. B85
EHE thfhRFE Q0RUT)  REACRHERE RRBIEBGINBBHEEE. H

. R, HEMEREUVMNEEINR, hWEREHERXRN (\CLREBEMSH, H7H605LL
) . tMRFREAEHI . KEXEHRE RATEURE., SERFOATLIERATAER

FEEREBUA IS K Filndtie 2 MR &R,

LTRERE FERABBUAILS EBRERMZHE,
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HEBBEFEGRZE—EEEMELE (domain) , MIEREZHEFARK. HERKEBUGEEMET
A HEBREAR (relationship) . KEMIZEIAEMLKEAREEHHERILIE, SHERESSE, (Eft
MEBGPRZINFARMEE, AT, SELFRREZRIERN EFENRTRREERE. BRE
HR (B, £%. EAFE) HEERK RASEREG AMEFERE. FHERERNE
HEIR R,

B, HEXGERGRER MMAEBMFREARGRRE THhMHILEHAENESZ, MR
RSB, hEZFINEZFAMNEE (EX MMARSPIEXREMMERRS)

K : HBR[REIEFHEBUFSE XMEIERE, ERLUETHE BRNEE—(EFEHE LT
HEEREEROEEE, BRMERBETERBEHFTREHR, H—EAESRHEW, H—
EsFeEHiEr, FINFEFE—ERIFEESBUTFERME, MURGSRRERBEERSE
concernléf, Fuh—R—BEABERE, BEREEMconcerniRIuh T —EFEIHIEESHMERE
Bl FRALEEME,

Z HEHBEER B HEMSEEER RIZGHBHEEBEXZEEE. EAW
URTEMStEOHER, MomEIZAm, EREMEGEURMER, BARaBARN, W
EEFR—EREM, £_EARRRETIBIBEEAZRME, FHAEMEBREAREREE UL

EEME,
A BiEH—, EBRABEXMEHRFRD, EFREBME-IANSER, MBMEERKE WWIEFRIIR

DHE, MR —dEBEARE, (RIBTILUEHIZEFRER LUZHIZIR, FrLERRIRT], HEE
EEERIESN, (BIREE, sorry, BEEFZRHERD, BBO?
K: ... FRLAREEEdmREE, FHBb{RconcernMl, PRUCHIFERFAIS LIEERNRE, REAFKMEBIERET

, Eflconcern, ] (2020F18118)
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HEFRHEERGRRE, SRHABHNERRTZRERKE, REFERBREFNEFHIN2019
F1AECARMAERET, TEEEFERERNNMRIAE, H37.1%RFE602%, EEEH
43.8%KERE 27.9%, HMATUEER, FEBEERITERE M.

EHMERE BUTRBXSHIVMA-LEFRECEACHE BEMNAXCERMER
Bh, HRA R B N ELAN R B TE AR AIRASR

a.

B HAEH

HREBRAREE URRIEEHENED, U SRMBETES, UEELRF
, PINBEMEEAEY, SETAFHLHELERST, FEAXKMWII (BFELQRRM
89) . LREEEREZERSUERS. FHREERREN, RILLS, SORAEEEEEHE
CHEMAREER LMEBEIZNAR,

RIEANE . [FEXEMEREMS, Facebook{R & HETMRIEE. . TH R MAIEHTER AT LAZE 1S IEL F
. {RERMAMERECEME, HE LMARTAZERIEREEBRD, (RUKEE RS /Rt HAYE B 2

o

wEELLMESETRARZFERR, LU MMACESTERASTRELRER UR
EEHEEMZER, HPRUZSETETINEASZELAR, TEERFMEECHHEREF
RNHE, HONTAERMZHERFEARELREEHIRS, BLEL FAAl 9%, R
ERMEERS . BfMAthEAR ARUERTFITEBRANATHR T ELER L,

Am, HHEL MAENERSESASHERKD HathfESSRERETHAEHA. M
B, BATELMNEZERATLE, twMthERA,

b. hEERE B X&)
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FOZHEHDEKREBRMFPEZE S8R, BRA-BEUREZEAHDEKREABGE
# tRATEBRMFEEHAEETHERENEE FELXBOIFERERSELEE
TEFEREDEKEMER.

FTHEE#HER, BRFEE, EflappMEAWREE, —EEW, EBREMER EME
BRMEEEE, RMEdHERERZE, BREHEEE, MFEXE, EfEscreentRd®, Bk
EYa{EextendEE XM HEM, BEEEREZFTEMBEADBIERE, EREBIE
BEEGREB AR, WAEMESLERS, HAREEFEEE, MEORISE EF
ROEW, HEBFREWRR, HEEMHMERAPEREIRIE, BiSTZ#sendBHER
O, MAEREEAIEdE ., ATBREHUEE, EZMFHRIE, bR RE—(EERE
BIELEZERIEHEMOBIER, - AEEAKREFHE, —TEE FHAKERERE
backdoor& %M, HREGEHIAEE appMi, BET:8d app, EMFEAEELME], HEHE
£, | (ZFHEL 1RA12R)

EMUERRR, TRERA-LEHREENFR FEE—ERAGLMEFIRE He
—@EAERERE, HERNEEREERFERR. Y, HREINPEREI FHZSHE
, BEEAMEBFH —HEFER BERERFH H—HEPEXER BF
Android RftEIFH. R, FEFE TFAAY) BEEEPBERESAMIN—.

=
E

B - M TE R R FLRRRRE

HRAEE—ERGEHR AREREMMBURENEHEERESEREGER. HINMEZEER
MRS ESER, BREBBMAHMA, TREF MAXZ—ERTUFREFRARNEE, M
BARRIERAMAIRREHRERERG . AR AEBNORTAILUATERSE, ES LTFRHEE,
Hit, HMAMEERAENTERERE EchERZERAAEHNEZARIEETR,
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[C: ... iBindsEM, BWERKEREHAGM - R - HMELHE RAERITHRBRE,
BMRIR—E—F), FIREIMREIBE, Ba@lft, ERAREREZIR, BEMRMEEmomentfE{E B RTEEE
REEEAREKE, ZERERGEIREE REAKEERELBE, Wik, BEGRERIFERH,
EM{RIBIRdBREE

K : BREEEFRIETHZAERSE, FARER CCTVH,

C: HEMRdRE HEERMETARMEZESGURBERN, BMAKKAETERD, HKubHetan
KB G ERLREEC KT,

B: HEHBR{CCTV—dEIEENT, HALMERE, EBRERBERHKE FILUSESHEEE,
C: itk HMEWmMEIE—,

A : tNRownlEd & #fpartiesfZ 7 AL ERIEEIdE R, RAERAERW, BREMRFR—EK
FF, SE—EiF KB E Rgather— KM K ERE, HEMNER RAEBEERARS

searchMi, | (Zi&C, 20201A118)

M2 8 E32EE) bp 188 SSAREGHERTRE LHRARAEEAZXMER
HOREEBERRE. ABEERRER SEEESE MEBEAIMAEENIEEM

™M : ZERLBCCTVEL AR, EEEEEAZEREMRILCCTVEMSH, T@IELS HVcdi,
BfRCCTVHIBERLRE R r &4, BREBBHELRS....

L: HEHERI CCTVIBE L R A@mPiE, (EidIiEREEsoftwarea] LABSIEIRIELEN{E, w] LLFAIE#xEF
ENPEMR, BMRCCTVIEE L, MEBOMERNN, BMRIREEE. BREMBERMRE
ZBRAIREMST ZprocessE AT LU E R AT, BRINREMR, —RELHE (ECKANRLULE
HEW, |

—RIBURIGIEIEREIR, thAPBEEEZERENRHE, TRTEMFDOAHEZEREMNR
RRERIE, iR - TEESHLEHRA FRRAXBMCCTY) K& EEFNKER BFNEHH
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BIELRRN ? RAE—REREE, SHAKE EBETEERNBEEFRE, =5, HE,
EEEHNMEERMNEMEST, MARKERE. | (F#HEMC, 202056H38)

A - RERBUAE

FARBMBITERAEDETRMER, TURBHERAHRE, HHREREYMA. ik, #E
g ENARBRIRZBEERE, XBRINEN, FLUARTRUETILRMAXRE, HREEHE
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